
Deploying Real-Time 

Systems into Secure 

Environments



Trusted

UntrustedVPN



Walls can be breached.



Shift to zero-trust

• Assume a breach can happen

• Trust no one

• Each component must provide its own security

• Air-gaps are no longer valid

In a zero-trust world:



System Security Approval

If you test products you may need:

• Company security approval

• Customer security approval

• Government security approval

If you deliver a system you may need:

• Customer security approval

• Government security review  (RMF)

• Contract flow-down requirements

• Security documentation



Security Documentation

• Does the system meet security requirements?

– NIST 800-171

– User system secure development process

• Do the components meet security requirements?

– NIST 800-171

– Self-attestation form

– Vendor Software secure development process

– FEDRamp

• Do you know how to configure the system securely?

– Secure configuration guide

– Letters of Volatility

• Is the system configured securely?

– STIG



System Security

 Integrator Responsibility

Adopt a security development lifecycle

– DevOps -> DevSecOps

– Microsoft Secure Development Lifecycle

– https://www.microsoft.com/en-

us/securityengineering/sdl/practices

Understand your requirements

– NIST 800-171

Develop good LabVIEW code

– NI development guidelines

– VI Analyzer

Test your code

– Dynamic analysis

– Static analysis

– Document Security

Compliance documents

– STIGs

– LOVs

– Security Training

https://www.microsoft.com/en-us/securityengineering/sdl/practices
https://www.microsoft.com/en-us/securityengineering/sdl/practices


Software for Professional Test Workflows 

Electronics 

Validation Test

Set-up & 
Configure

Measure & 
Automate

Analyze & 

Share

Characterizing electronic prototypes to 

ensure quality and performance

Embedded 

Software Test

Testing deployed software for defects 

across wide parameter variations

Configure & 
Map

Test & 
Bring Up

Automate & 
Execute

Electromechanical

Validation Test

Characterizing physical prototypes to 

ensure quality and performance

Build & 

Customize
Configure

Analyze & 

Share

Electronics 

Production Test

Functional test ensuring manufactured 

products meet specifications

Set-up & 
Configure

Measure & 
Automate

Deploy & 
Maintain

Security is a significant part of each of these workflows





Security in an NI Linux RT System

Balancing ease of use with security

Security

Usability

Usability:

• Web access

• VI Server for remote 

access

• Simplified deployment 

of LabVIEW code

• Real-time access to 

running VIs

• Removeable media

Security:

• Encrypted transfer

• Encrypted storage

• Account management

• Data segmentation



What is “Security?”

NIST SP 800-171 Rev 3

• Complete

• Well-documented

• Compatible with NIST 800-53

• Accepted by most US Government Agencies

• Control document for CMMC



NI 800-171 Control Families
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NI 800-171 Control Families – NI RT Devices
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NI 800-171 Control Families – NI RT Devices
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NI 800-171 Control Families – NI RT Devices

Know who is using the system

Control what users do on the system, by role

Record user actions on the system

Protect activity logs

Control configuration of the system

Control connections to external systems and devices

Scan for and fix vulnerabilities

Protect data in storage

Protect data in transit

Maintain Software Bill of Materials

Manage suppliers for security

Dispose of systems properly
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and 
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Management
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Letters of Volatility

• ni.com/letters-of-volatility

• Found in user manuals

• List of volatile, non-volatile memory locations

• Clearing instructions for non-volatile memory

LOVs available for all NI hardware

Supply Chain 
Risk 

Management

• NI has a robust supply chain management process

• Documentation available on request

Anti-Counterfeit Measures



Security Technical Implementation Guide

• https://public.cyber.mil/stigs/downloads/

• Approved, tested by DISA

• Instructions to test that system is in maximum 

secure configuration

• XML for automated scans

LabVIEW Run-Time Engine:

• DISA: Too few configurations, STIG not required.

Other Products:

• In work now – NILRT, SystemLink

• Next: TestStand

STIGs

Configuration 
Management

Supply Chain 
Risk 

Management

Flaw 
Remediation



Software Bill of Materials

• NILRT:  SBOM available on request.

• SystemLink: SBOM available on request.

• LabVIEW: SBOM in final work. Scheduled for 2024 Q3 release.

SBOMs for NI Products

Supply Chain 
Risk 

Management

Flaw 
Remediation



NI 800-171 Control Families – NI RT Devices

Know who is using the system

Control what users do on the system, by role

Record user actions on the system

Protect activity logs

Control configuration of the system
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NILRT responses to each of the 110 controls in NIST 800-171

In final DRAFT now

BUT…

Requires a specific configuration of the NILRT device

NIST 800-171 Compliance Document



NI 800-171 Control Families – NI RT Devices
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Secure Configuration

• Install Runmode

• Remove/Disable NIAUTH

• Configure Opkg

• Install Wireguard

• Block Encryption (data at-rest security) with cryptsetup

• Disable console output

• Set up network firewall rules with iptables

• Set up an application firewall

• Restrict USB (Peripheral) Access / USBGuard

• Set up NTP

• Install PAM Tools

• Install SSH

• Configure Logging

Configuration Impact

This configuration will change the way that users interact with 

NILRT, in the following ways:

• User Management. Users will be managed by the Linux 

PAM system, not NIAUTH.

• Without NIAUTH, LabVIEW Real-Time will not have 

access to deploy code to the system. This breaks the 

standard workflow of programming the real-time system 

directly in LabVIEW Real-Time.

• LabVIEW Real-Time programs will need to be 

programmed on a separate device, and then the file 

moved to the deployed NILRT device using SSH. 

• Individuals will not be able to launch a local terminal using 

a mouse and keyboard attached to the NILRT device.



NILRT Configuration

• Requires familiarity with Linux

• Restricts access to device from LabVIEW RT

Configuring 

NILRT device 

for security



Founded in 2000, NI partner since 2008

System integration and retrofit – Software, mechanic and electric assemblies 

Automated test systems

Acquisition and control systems

Embedded RT and FPGA systems

Hardware In the Loop systems

Automated inspection systems

Neosoft Technologies



• VPN: using WireGuard on LinuxRT

• Firewall: simplified setup !

• Syslog: get traces !

• NeoRTC: disconnect your system !

Configuration Topics



VPN: WireGuard on 

NI LinuxRT



Virtual Private Network

What is a VPN ?

CREATE A SECURE CONNECTION 
TO ANOTHER NETWORK

ENCRYPTS YOUR NETWORK 
TRAFFIC

ROUTE YOUR TRAFFIC



Solutions on NI targets

VPN solutions are available on LinuxRT !

Existing and (documented) solution for a VPN : OpenVPN

OpenVPN is heavy, not the most secure

Undocumented / hidden solution : Wireguard !

WireGuard is lightweight and efficient !



Included in Linux kernel >= v5.5 

• So efficient and lightweight that it’s part of the Linux kernel

• WireGuard is designed as a general-purpose VPN for running on 

embedded interfaces and super computers alike. Initially released 

for the Linux kernel, it is now cross-platform (Windows, macOS, 

BSD, iOS, Android) and widely deployable.

• It is shown as a simple network Interface

What is WireGuard ?



Does not work by default after installation => Neosoft Technologies scripts to solve this

• Many things are done by the OS at startup to activate Ethernet 

connectivity

• Nothing done to mount, configure, start / stop the service

• Simple scripts to allow different topologies :

– Target to target

– Server

– Client

Using WireGuard



Very simple to secure a network connection

• Not necessary to handle certificates

• Nothing to change in your LV code (no TLS primitives, 

no specific encryption for UDP)

• No external libraries to install

WireGuard: benefits for encryption

• Identify communicating systems

• Setup the service using the scripts

• Change destination IP addresses

• That’s it !



WireGuard: benefits for encryption



In theory

WireGuard: performance

In practice



Firewall: Simplified setup



Did you know ? A firewall is installed and functional on NI LinuxRT targets !

• Low-level firewall : IPTABLES

• Very powerful and performant

• Active by default … authorize all connections !

• Not user-friendly

• Can block completely your target access 

Firewall: a solution exists!



Neosoft’s wizard with dialog boxes through SSH will guide you !

Firewall: interactive setup !



IPTABLES rules generated for you !

Firewall: interactive setup !



Syslog: get traces !



Standard Network protocol to get messages from embedded devices

• UDP port 514

• TCP possible

What is Syslog (RFC 5424) ?

• Syslog is a standard for message logging over the 

network (RFC 5424)

• Allows for centralized collection, filtering, and analysis 

of log messages from multiple sources.

• Widely used for system management and 

troubleshooting in IT.



Toolkits and daemon available on NI LinuxRT

How to use Syslog ?

• Publish messages from LabVIEW with client toolkits

• Syslog-ng daemon is running on NI Linux RT targets

• Syslog server to receive messages from 1-N targets

• Syslog-ng publishes log file content over Syslog

• Read dmesg, auth.log, boot.log, lastlog, …

• Customizable by creating .conf file in /etc/syslog-ng.d



Syslog Server

Collect Syslog Messages

NeoSyslog Collector

• Clients connect to an identified Server

• A server can monitor several targets

• Displays date-time, criticality, origin and content of messages

• Cloud services available (Loki, Graylog, LogTail)



NeoRTC: 
not connected, not hacked !



Programmatically turn OFF <=> ON your targets

NeoRTC: Turn off your targets !

• Schedule your system to power on/off at specific times

• Integrated real-time clock to keep your target’s time

• Configurable via RS232

• Internal backup battery (long life)



ni.com

This is a journey



ni.com

NI Resources 

for security

• ni.com/security – first stop for security 

information

• security@ni.com – report issues, request 

information

• Letters of volatility – with product manuals or 

at ni.com/letters-of-volatility

• Secure development guides – at  

ni.com/security

• Additional security documentation – 

available on request



ni.com

Test System Security Forum
• Online Forum – Join for access

• Next meeting (virtual) – June 18 2024

 Join forum to receive invites



ni.com

NI Resources for security

• ni.com/security – first stop for security information

• security@ni.com – report issues, request information

• Letters of volatility – with product manuals or at 

ni.com/letters-of-volatility

• Secure development guides at ni.com/security

• Additional security documentation – available on 

request

• NI Test System Security Summit – semi-annual 

meetings

• Next meeting: October 2023

• Get on invite list by emailing steve.summers@ni.com

NI Test System Security 

Summit

Semi-annual meeting for test 

engineers, security teams, and 

IT professionals

Online forum to access 

discussions, presentations

Next meeting: June 18 2024

To be invited:

Email steve.summers@ni.com
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